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1. Introduction

This document is thaser guidefor VideoXpertintegration withLenel OnGuard 7.4 he objective of this
document is to provide information about theysem usage, functions, configuratioasd known issues

2. Abbreviations
# | Abbreviation Definition
1|VMS Video Management System
2| VX VideoXpert
3 | VXSDK VideoXpert Software Development Kit
4 | PTZ Pan Tilt Zoom

Tablel: Abbreviations

3. Version Information
3.1.Integration Component Version

# | Component Name Version | Description
1 | SecurityExpertVideolntegtrationinstall{ 3.x Security Expelintegration driver
X

Table2: Integration Component Version

3.2. Security Expeifersion

# | Component Name Version Remarks

1 | Security Expert 4.2.216.4
Table5: OnGuard Version

4. SystenDverview

VideoXpert to Security Expert Integration enables the interaction between Security Expert and VideoXpert
systems. This VideoXpert integration lysnin opportunity to end users by extending Security Expert
a2F0o61 NBQa {SOdzNAGe adzNBSAttlryOS OF LI oAftAGASE dza A
streaming, PTZ. VideoXpert provides live streams from various IP cameras that are placedigplaces

in the building. This VideoXpert integration helps the end users to manage their complete building security

using Security Expert.
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Figure 1: System Overview

5. Installation
5.1. Prerequisites

Following are the prerequisites which need to betatied before installing the Security Expert
Video Integration Installer.

1. Security Expert v4.2.216.4 or higher

Security Expert software should be installed and licensed for the proper functioning of the
integration.

2. Security Expert SOAP Servit2\0.17 or higher

Note:

The Security Expert SOAP Service must communicate with the Security Expert server machine.
Install the Security Expert SOAP Service in the Security Expert server or make sure the name of
the server is given in the while configng the service.

VideoXpert 3.X Security Expert Integration 4 User Guide



‘ﬁ' Security Expert SOAP Seruil:i - InstallShield “"izaﬁ -
- -

Customize WCF TCP/IP Port

Click Mext to accept the default WCF TCP/IP port, or customize a di
WCF TCPR/IP port.

[ | Enable Windows Authentication on Security Expert Data Server/Web Server Communications

Security Expert Data Server instaled PC name
Ilmﬁlhust

Data Server Port:
|zooo

Report Server Port:
so10

Port to run SOAP Service in IIS:
3030
Port to run SOAP Service in IIS (Https):

3040
InstallShield

[ < Back ]I Mext = I [ Cancel

Security Expert SOAP Service configuration

5.2.Installation Steps

5.2.1.Step 1¢ Start installation

Right click on the SecurityExpertVideolntegrationinstallgbm ®n ®n ®SE&un B\ £ § |y
administratoré G2 &a il NI GKS A yaidistarts tvith tha faligwing Wiydéwi | € £ | G A 2
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Security Expert Video Integration Setup

Welcome to Security Expert Video Integration

End-User License Agreement
P the g g 3
PELCO SOFTWARE LICENSE AGREEMENT

ALL SOFTWARE PROGRAMS ("SOFTWARE") PROVIDED BY SCHNEIDER ELECTRIC
MSCHNFINFR FI FCTRICT OR “1ICEFNSOR™ ARF PROPRIFTARY PRONDLICTS OF SCHNFIDFR

Installation home screen

On clicking the Exit Installer button a message box shown to confirm the exit

Security Expert Video Integration Setup

Security Expert Video Integration

Security Expert Video Integration setup will quit. Are you
sure you want to continue? PARTNER FIRST
Welcome *

This

End-User License Agreement
E ead f g

PELCO SOFTWARE LICENSE AGREEMENT

AlL SOFTWARE PROGRAMS ("SOFTWARE") PROVIDED BY SCHNEIDER ELECTRIC
("SCHNFIDFR FI FCTRIC® OR 1 ICFNSOR™ ARF PROPRIFTARY PRODIICTS OF SCHNFINDFR

F: Li ent

Exit Installer screen
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On clicking Begin Installation button, the Configure Service Port window will be sGowfigure
the details of the
9 IP Address of the Security Expert SOAP Service host
9 User name of the Security Expert server
9 Password of the Security Expert Server
1 Name of the Site configured in the Security Server. Specify the Organization name
mentionedwhile installing Security Expert Server.
1 Service port

. @& RSTlrdzA 0 GKS aSNWAOS LBRNIL gAtft 6S WecnnamQ |y
port number in DVR configuration window in Security Expert.

Security Expert Video Integration Setup

Server Configuration
192.168.91.31
admin
evansl
Pelco

60001

Insta

Figure 4: Begin Installation

On cicking Install button, the installation process starts and the following window will be shown.
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Security Expert Video Integration Setup

Setup Progress

Installation progress

5.2.2.Step X Install Complete

ClickClosebutton to finish the installation.

6. System Operations
.SF2NB AvadlttAay3d a{ SOdzNAGIDEDISINTIESER S2IL YT SaadxNE Al 2fyE
are installed

6.1. System Start up

After the complete installation, add the VideoXpert in Security Expert and get camera list, live
streaming, archive streaming and PTZ operations by the following steps.

6.1.1.Check Integration service is running
1. Openthe Servicessnap G2 [Rare a 02 Y Y | yséhdcesimdard$ presEnter
2. Scroll down and locatBelco Video Service Integratigervice from Services
3. 9y adaNB GKIFG at St02 #ARS2 {SNBAOS LYyGdS3aNI GA:
right click the service and seteStart.

VideoXpert 3.X Security Expert Integration 8 User Guide



File Action View Help

L A1 ERENESN 7|

|

Services (Local)

. Services (Local)

Pelco Video Service Integration

Stop the service
Restart the service

Description:
Pelco Video Service Integration

Name
% Parental Controls

% Peer Name Resolution Protocol

%, Peer Networking Greuping

(;, Peer Networking Identity Manager
#1Pelco Video Service Integration

% Performance Counter DLL Host

% Performance Logs & Alerts

£ Plug and Play

% PnP-XIP Bus Enumerator

%, PNRP Machine Name Publication Service
£} Portable Device Enumerator Service

% Power
 Print Spooler

%, Problem Reports and Selutions Control Panel Support
%, Program Compatibility Assistant Service

% Protected Storsge

% Quality Windows Audio Video Experience

%, Remote Access Aute Connection Manager

%, Remote Access Connection Manager

% Remote Desktop Configuration

%, Remote Desktop Services

%, Remote Desktop Services UserMode Port Redirector
% Remote Procedure Call (RPC)

% Remote Procedure Call (RPC) Locator

£ Remote Registry

% Routing and Remote Access

% RPC Endpoint Mapper

% Secondary Logon

(% Secure Socket Tunneling Protocol Service

% Security Accounts Manager

% Security Center

C Server

(., Shell Hardware Detection

i Smart Card

Description Status
This service is a stub for Windows P..

Enables serverless peer name resolut...

Encbles multi-party communicatien...

Provides identity services for the Pee...

Pelca Video Semvice Integration Started

Enables remote users and 64-bit pro...
Performance Legs and Alerts Collect...

Enables 3 computerto recognize an...  Started
The PnP-X bus enumerator service ..

This service publishes a machine na...

Enfarces group policy for removable...
Manages power policy and power Started

Loads files to memory for later printi... Started
This service provides support for vie..
This service provides suppert forthe... Started
Provides protected storage for sensit...
Quality Windows Audic Video Experi...
Creates a connection to a remote ne...

Manages dial-up and virtual private .
Remote Desktop Configuration servi... Started
Allows users te connect interactively... Started
Allows the redirection of Printers/Dri... Started
The RPCSS service is the Service Con...  Started

In Windows 2003 and earlier version...

Enables remote users to modify regi...
Offers routing services to businesses...
Resolves RPC interfaces identifiers t...  Started
Enables starting processes under .
Provides support for the Secure Soc.
The startup of this service signals ot...  Started
The WSCSVC (Windows Security Ce...  Started
Supports file, print, and named-pipe... Started
Provides notifications for AutoPlay ..  Started
Manaqes access to smart cards read .

Startup Type
Manual
Manual
Manual

Manual

Manual
Manual
Automatic
Manual
Manual
Manual
Automatic
Automatic
Manual
Automatic
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Manual
Disabled
Automatic
Manual
Manual

Automatic

Automatic (D...

Automatic
Automatic

Manual

Log On As B
Local Service
Local Service
Local Service
Local Service
Local System
Local Service
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local Service
Local System
Local System

m

Local System
Netwerk Service
Local System
Netwerk Service
Network Service
Local Service
Local System
Network Service
Local System
Local Service
Local System
Local Service
Local System
Local System
Local Service

", Bxtended | Standard

Figure 2: Pelco Video Service Integration in Services list

6.1.2.Login to Security Expert Client

Login to security expert with user credentials

Use Windows Authentication

Logon admin|
Password Security Expert
Language English v
Server D0139
Logon

421947

Figure 3: Security Expert Login screen

6.1.3.Setup Security Expert DVR Configuration
1. DVR should be ofigured first, for that please select the meMONITORINGSETURDVR

VideoXpert 3.X Security Expert Integration 9 User Guide



Security Expenl  GLOBAL STES USERS EVENTS REPOATS MONTORING PROGRAMMING GROURS EXPANDERS AUTOMATION ABOUT == X

FLOOR PLAN EDITOR
FLOOR PLAN EDITOR BATCH)
ADD BULK FLOOR PLANS = GENERAL
STATUS PAGE EDITOR
STATUS PAGE EOITOR BATCH) Name e 0
STATUS LISTS
WEB LINKS

Mame (Second Language) 13 =

CAMERAS
PTZCOMMANDS

~ CONMGURATION

| P Asdress 18216891134
INTERCOME
VR Pot 443
Senice Port 001
DVR Trpe Custom v
T

+ Moniter Events rom itk DVRINVR

Ussmame. admin

Password

~ RECORD HISTORY

Craated BT 12455 A
Last Modsied BB2017 70800 PM
LastModsed by Aenin

- LOGON
+ Logen Required

Figure 4: DVR configuration menu

2. Click on ADD and provide the DVR details.

Security Expert  GLOBAL SITES USERS EVENTS REPORTS VMONITORNG PROGRAMMMNG CROUPS EXPANDERS AUTOMATION ABOUT — W X

peico_1

D | REFRESH | DELETE

Endura AIRI2017 357 43 PH BB2A1T 357 43 PH Admin

= GENERAL
Hame. WX
Name (Second Languzge) L3 :

- CONRGURATIIN

1P Address 152 15891 134

VR Port a

Serice Fort 50001

OVR e Custom 2
< W

| anitor Events fram this DVRINVR

~ Locon
| Logon Requirea
Usemame admin

Password =

= RECORD HISTORY

Craated 862017 12435 4
Last Modified 6162017 7-08:00 PM
Admin

Lastloditied &

6/14/20175:39 FM

Figure 5: DVR configuration setting
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3. Select DVR type asstomand provide the below details
1. IP Address: IP Address of VX System
2. DVR Port: Port number of VX System
3. Service Port: Service port given during the Installation of Security Expert Integration Installer.
4. Username: user name of VX System
5. Password: password of VX System

4. Click orBA\Eafter providing the DVR details.

6.1.4.Camera Setup
1. For configure the camera, please select the mM@NITORINGSETURPCAMERA

BA2017 15831 PU
G201 40134 PM

Hame (Sesend Language)

= COMPIGURATION

Type R

oR x

DVR Camera Name W Camera - KSOC-ACUQST0

= msPLAT
Show Sidsbar Controls In Stalus Fage
+ Stieichimage

Flace Plan “not st

Al

= KL

+ Monite Bvents

+ RECORD MSTORY
GCreated G/BROIT 1126:19 A
Last Modsied B42017 112126 AN
LastMpanza by Apemin

[+ e— ; |

14 61472017 525 PM [} |

Figure 6: Camera configuration Menu

2. Click orADDand provide camera details.

VideoXpert 3.X Security Expert Integration 11 User Guide



Security Expart  CLOBAL STES USERS EVEMTS REDORTE MOMITORING PROCRAMMING CROUPS EXPANDERS AUTOMATION ABDUT — W X

1 i
2 682017 11:32 09 A B42017 MOBSIAM  Admin

VEPTZ 3 BIB2017 2:56:48 PA /142017 440:07 PR Agmin

E) 4 6712017 Z05:51 PA BRIZNT 20551 PM Jigkzen Hame Vi1

Encura_1 5 GHBZ01T 35831 P B0 21410 PM Azmin .

Endura_2 [ BIB2017 45134 PA EI312017 20808 PM Atmin CLE L L0 00) it .

+ CONFIGURATION

Tive DVR
DR w

a

L]l

DR Camera Hame 1P Cameta - NSIC-ACURIT0

‘Show Sidebar Control in Status Page
« Stelch image.
Floar Pian <nol sat> v

- KU

+ Monitor Events

~ RECORD HISTORY

Createa SIS20T7 11251940

LastWadified 6472017 11:2126 AM

- DispLAY ‘

Last Wadified by Admin

6/L4/2017 5:42 P

Figure 7: Camera configuration setting

3. Select Type d3VRand choose the DVR given in the previous step from the drop down menu.
4. Then click on the button corresponding to DVR Camera Name to populate the camera list in the
DVR

VideoXpert 3.X Security Expert Integration 12 User Guide



CAMERAS

Endura_1
DS8_1

FIND REFRESH | DELETE

1 6/9/2017 3:29:29 PM
6/9/2017 4:23:18 PM

pelco_1

| CENERAL |

Security Expert GLOBAL SITES USERS EVENTS REPORTS MONMITORING PROGRAMMING GROUPS EXPANDERS AUTOMATION ABOUT

' |A GENERAL

Name Vi1 EI
Name (Second Language) Vi1 \I‘
| SelectCamera |
D0425 - IP Camera - IME319-ADDAQS3 ["R v
IP Camera-P1220-T42205745 = 5 .
D0425 - IP Camera-P1220-T42205746 4 v
D0425 - IP Camera-P1220-T42205746 E coimeiaP1220- 742205746 o

IP Camera - IME319-ADDAQS3
IMP319

D0425 - IP Camera - IME319-ADDAQS3
vOpteral80 - 1

IP Camera - IXSOC-ACUQ970

not set-

| - RECORD HISTORY

Created

Last Modified
Last Modified by

6M2/2017 4:29:18 PM
6/13/2017 5:50:39 PM
Admin

Figure 8: Camera List

5. Select Camera from the list anlick onSAVE

6.1.5.Setup the Status Page Editor

Configure the status page in this section to display camera and event windows.

1. For configuring this view, select the MeM®NITORINGSETURSTATUS PAGE EDITOR

VideoXpert 3.X Security Expert Integration 13 User Guide



Security Expenl  GLOBAL STES USERS EVENTS REPOATS MONTORING PROGRAMMING GROURS EXPANDERS AUTOMATION ABOUT == X

STATUS PAGE

Rows |2 ¥ Coums 1 FLOOR PLA EDITOR

4l

INTERCOMS

6/14/2017 547 P

Figure 9: Status Page Editor Menu

2. Clik onADDand then enter the Name for status page and choose the status page layout.

Security Expert GLOBAL SITES USERS EVENTS REPORTS MONITORING PROGRAMMING GROUPS EXPANDERS AUTOMATION ABOUT —_ . X
sawsence | [ ] —_—_—— 7
oje s
Raws |2 < Coumns 2 5 RecomGroup |<notsetr B
ADD STATUS PAGE
o
-

[CAN BE CHANGED

6/14/2017 5:48PM

Figure 10: Status Page Editor Settings

3. Then click o®K.
4. Then choose the Record, Columns and Rows according to the Type asd\Wign

Example: For setting carmeestream in First row First column of Status Page view, we have set

Type as Camera, choose camera in Record, set column as 1, and set Rows as 1.

VideoXpert 3.X Security Expert Integration 14 User Guide



Security Expert GLOBAL SITES USERS EVENTS REPORTS MONITORING PROGRAMMING GROUPS EXPANDERS AUTOMATION ABOUT — X l
STATUS PAGE O K
ADD SAVE DELETE

Rows |2 . Columns |2 v Record Group | =<not set= v ‘:‘

Type: Camera v Type: Camera v

Record Wi_1 v Record Wiy _2 v

Columns: 1 = Columns: |4 =

Rows: 1 v Rows: 1 v

Type: Event Windows v Type: Status List v

Record All Events v Record Status List v

Columns: |4 = Columns: |4 =

Rows: 4 v Rows: 4 v

Style No Image v

o, 3 o A

Figure 11: Status Page Editor setting sample

6.1.6.Status Page View

This will show the Camera Live stream andékient windows which configured in the previous
step.
1. For viewing this view, select the MeNMIONITORIN&GSTATUS PAGE VIEW

VideoXpert 3.X Security Expert Integration 15 User Guide



Security Expert GLOBAL SITES USERS EVENTS REPORTS MONITORING PROGRAMMING GROUPS EXPANDERS AUTOMATION ABOUT o=

STATUS PAGE

VX Vx_1 VX Vx 2

P Camera 1 X80T -A

All Events Status List |

Status Description u

]
Site 'Pelco_2' Modified by Operator ‘Admin’ DRO Door Forced Open Unknown Status Controller_1 ‘ )

) . DRO Door Left Open Unknown Status Controller_1 Active
Site 'Pelco_2'Added by Operator ‘Admin’
DR1 Door Forced Open Unknown Status Controlier_1 ‘ |
Operator ‘Admin’ Logged In DR1 Door Left Open Unknown Status Controller_1 tUpdate |
Operator ‘Admin’ Logged Out DR2 Door Forced Open Unknown Status Controller_1
Operator ‘Admin’ Logged In DR2 Door Left Open Unknown Status Controller_1
Controller_1 CP1 12V Supply Failur Unknown Status Controller_1
Operator ‘Admin’ Logged Out ;
Controller_1 CP1 Auxillary Fuse /S Unknown Status Controller_1
Operator ‘Admin’ Logged In Controller_1 CP1 Bell 1 Unknown Status Controller_1
Operator ‘Admin’ Logged Out Controlier_1 CP1 Bell Siren 1 Curre  Unknown Status Controller_1
Operator ‘Admin’ Logged In Controller_1 CP1 Bell Siren 1 Tamp Unknown Status Controller_1
Controller_1 CP1 ContactiD Report Unknown Status Controller_1
Operator ‘Admin’ Logged Out
Controller_1 CP1 Cross-Controller ¢ Unknown Status Controller_1
Operator‘Admin"Loggedin Controller_1 CP1 Input 1 Unknown Status Controller_1

Figure 12: Status Page View

2. PTZ Controls

The small arrow at the top right of the camera stream window shows the PTZ Isorifiseer can
do Pan, Tilt and Zoom operations by clicking on the PTZ control buttons.
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Security Expert GLOBAL SITES USERS EVENTS REPORTS MONITORING PROGRAMMING GROUPS EXPANDERS AUTOMATION ABOUT

STATUS PAGE —

IP Camera - IXSOC-ACUQ970 (06/21/17 16:11:20 IST) Zoom In

Zoom Out

Figure 13: PTZ controls

6.1.7.Setup Doors
1. For setting up Doors in Security ExpselectPROGRAMMINGDOORS

Figure 14: Door settings
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